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Introduction

In this App Note we show you,
1. How to take your post-development, production-grade binary image and provision the device.
2. How to perform post-deployment field over-the-air (FOTA) updates.

We start with a brief background to the cryptography standards used in the provisioning process and list
the various keys and secrets that are required for provisioning. We then provide the sequence of
commands that must be executed on the Master PC to properly provision an Alif device (SoC).

Provisioning the SoC

Provisioning is the process of writing OEM keys to OTP and incrementing the Lifecycle Stage (LCS) to
SecureEnable (SE) state.

Provisioning is required for securing the device part against tampering and unauthorized code execution
via malicious code injection, “in the field” use. The LCS mechanism enables the device, both hardware
and software, to behave differently in different Life-cycle states (LCS). This mechanism protects any
security assets when they have been introduced into the device and reduces the risks of IP theft and
reverse engineering. When the LCS is changed to SE (SecureEnable) state, it permits the execution of
security functions but blocks all debugging and testing capabilities. Using Secure Boot is mandatory in
this LCS.

T e — Chip Manufacturing (CM)

Trusted
Environment
for the RMA

authorizer

) ) Trusted
e e — Device Manufacturing (DM) Environment

Untrusted
Secure Enable (SE) Environment

Return Merchandise Authorization (RMA)

A

Figure 1. Security Life-cycle states

The Secure Boot mechanism guarantees that only authenticated (and optionally encrypted) software
images are loaded on a target system.
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Prerequisites

Utilities:
Alif Security Toolkit (SETOOLS) v1.103.001 (or latest) command line tools.

0s:
Windows 11 or Ubuntu 22.04 (supported releases only)

Installation:
Download the SETOOLS package “app-release-exec” from the alifsemi.com website and extract

them into an appropriate directory on your Master PC. This directory now becomes your Master
provisioning directory.

WARNING: once you have provisioned your devices using commands from this directory, make sure
you do not accidentally delete or overwrite the keys and certificates in this directory.
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Life-cycle state and Root-of-Trust

The figures below show a high-level overview of the provisioning process. It shows the devices are in
LCS=DM when they originate from the AlifSemi factory and are supplied to OEMs with HbkO
programmed in OTP. The OEMs add their key in Hbk1 during provisioning and move the device to
LCS=SE, before sending the final products into the field.

LCS=DM (Device Manufacturer. i.e. end-product OEM)

~ —

=

ORIGINAL EQUIPMENT MANAFACTURE

AlifSemi Factory
Figure 2. Device is Un-locked.

n
3

Root-of-Trust (RoT)

- HbkO: ICV public key (truncated) digest in OTP = AlifSemi production key.
- Hbk1: OEM public key (truncated) digest in OTP = blank (not provisioned). Writable
in LCS=DM.

LCS=SE (Secure Enable)

O ®:0 B s g
0 E End-User Customers

ORIGINAL EQUIFMENT MANAFACTURE
Figure 3. Device is locked.

N
Root-of-Trust (RoT)

- HbkO: ICV public key (truncated) digest in OTP = AlifSemi production key.
- Hbk1: OEM public key (truncated) digest in OTP = 128-bit digest (Provisioned).
- LCS=SE.

For further information on the life-cycle states as defined by Arm, {click here].
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Cryptography Background

AlifSemi follows the standard defined by Arm for the generation of cryptographic keys.

Types of Cryptography Standards

Table 1. Cryptography standards used in provisioning.

Type Description Purpose
RSA-3072 | Asymmetric (public/private key pair) | 1. For Secure-boot, Secure-debug & Secure-
update, certificate-based mechanisms.

AES-128 Symmetric (single shared key) 1. For decrypting application binary images.
(kce.txt)
SHA-256 No key (hash function) 1. To generate 256-bit digest.

Truncated | Take the right-most n-digits of the 1. For storing the hash of RSA public key as

Hash digest generated using the above Root-of-Trust.
SHA-256 function.

Certificates | Format is custom Arm certificates, 1. For Secure-boot, Secure-debug & Secure-
not x509. update, certificate-based mechanisms.

Signed data containing keys and
content-list of firmware.

Each certificate is signed and
verified using the RSA private/public
keypairs.

RSA (Rivest-Shamir-Adleman) is a public-key cryptography algorithm that uses a pair of keys for
cryptography purposes.

A keypair consists of,
- Aprivate key,
- A public key

A keypair can be used to,
- Encrypt & decrypt data,
- Sign data and prove its signature.

For example: The private key can be used to decrypt or sign data while the public key can be used to
encrypt or prove the signature of the data.

The RSA keypair in PEM (Privacy Enhanced Mail) format is a file that stores the RSA private-key and its
corresponding public-key in Base64 ASCIl encoding. PEM format is a common format for storing
cryptographic keys.
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Signing & Verifying the Data

To sign the data, it is first hashed using the SHA-256 algorithm to create a digest of the data.
Then, this digest is signed using the private key, to generate a signature of the data.

When verifying the signature, the recipient uses the corresponding public key to verify the signature
against the digest of the data.

N g n e =

Data SHA-256 256-bit digest Private key Signature
Should match I
b «— e Q
256-bit digest Public key

Figure 4. Signing and Verifying data with RSA keypair & SHA-256

By hashing data before signing, any modification to the original data will result in a different digest,
invalidating the signature.
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Generating Keys & Secrets

Table 1. lists the SETOOLS commands that the OEM needs to run on a dedicated Master PC which has
secure access, to provision the LCS=DM device for field use.

Table 2. Commands for provisioning the device (SoC)

Steps | Commands Description Output
1 app-gen-rot.exe -o | Generate new RoT files by overriding the Various .pem files and
factory defaults. plain text key files and .bin

asset files in ‘keys’
WARNING: Need to run ONLY ONCE! Do directory.

NOT run this command again®.
2 app-assets-gen.exe | Generates ‘assets package’ based on assets-app-cfg.bin in
settings in a configuration file assets-app- | ‘build’ directory.
cfg.json located in build\config\ directory.

Use setting ‘TEST_MODE : OFF’ to tell the
tool to create package for burning the
assets to OTP.

3 app-provision.exe This will inject the OEM user assets (keys None
and secrets) into the OTP and after reset,
move the chip from DM to SE LCS.

WARNING: After this step the chip is
locked for debugging & testing.

NOTE: This step needs to be run for each
chip that needs to be provisioned!

WARNING: Access to memories and
registers that are in global address space
are blocked.

For more information on the above commands, please refer to Alif Security Toolkit (SETOOLS) user-
guide.

NOTES:
1. Customers can run this command as many times as they want. However, once they use the RoT
to provision devices, then they should preserve the RoT.
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Chain of Certificates

Figure 5. Shows the list of files that are generated after running step #1 from Table 2. As can be seen,
there are a pair of files (private & public key) for each type of asset: RoT, SB and Contents.

The .pem files are used by the chain-of-certificates, which consists of 3 certificates:
2 key-certificates + 1 content-certificate, corresponding to,
- OEMSBKeyl.crt: corresponds to OEMRoOT_.pem
- OEMSBKey2.crt: corresponds to OEMSBKey_.pem
- SB<app-name>.crt: corresponds to OEMSBContent_.pem

The 3 .crt certificate files are combined into one binary (.bin.sign) which is used as signature for various
purposes.

The certificate files can be found in the “cert” folder.
The chain-of-certificates is used during Secure-Boot for authenticating the OEM SW binary images.
The “.pem” key files can be found in the “utils\key” folder.

Secure Master PC

OEMRoT.pem (RSA private key)
OEMRoTPublic.pem (RSA public key)
e S

Used by Certificates

\

OEMSBKey.pem (RSA private key - SecureBoot)
OEMSBKeyPublic.pem (RSA public key - SecureBoot)

> app-gen-rot.exe -0

OEMSBContent.pem (RSA private key - SecureBoot)
OEMSBContentPublic.pem (RSA public key - SecureBoot)

kce.txt — 128-bit AES decryption key.
oem_enc_asset.bin — above asset to be programmed in OTP.
oem_prov_asset.bin —above asset to be programmed in OTP.

e

hbk1_hash.txt — 128-bit truncated SHA-256 digest of RSA public key.
hbk1.bin — above asset to be programmed in OTP.

Figure 5. Output of ‘app-gen-rot.exe -0’ command.

= -0 R h

RSA public key SHA-256 256-bit digest 128-bit truncated digest OTP (Hbk)
(OEMRoTPublic.pem) (hbk1.bin)

Figure 3. Hbk1 truncated digest generation.
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Signing the Application image

Secure Master PC Target Device

— Secure-Boot validation using certificates.
E Validation of signed SW image
/ T using RoT public key digest.
[ m—

SE-UART

oTpP

SETOOLS (keys, certificates & LCS)

‘app-release-exec’ directory

Used for Generating Keys and Certificate,
which are injected to the device over SEUART

‘app-write-mram.exe -a’ sends the ATOC (AppTocPackage.bin) & its signature (.bin.sign) to the device.

Figure 7. Provisioning Setup

1. app-gen-toc.exe -f build\config\app-cfg.json

a. when .json file contains, “signed”: true,
i. Eachimage is signed by the certificate chain as mentioned earlier.

ii. Allimages and their signatures go into AppTocPackage.bin,

iii. The AppTocPackage.bin is also signed. (.bin.sign)

iv. *Image signatures are verified at boot-time as part of the secure boot (SB)
mechanism, and the ATOC signature is verified during app-write-mram.exe, on
the device. This guarantees the authenticity of images programmed onto the
device.

b. When .json file contains, “flags”: [“encrypted”]
i. The command generates signed & encrypted binary files,
ii. The encryption is done using kce.txt AES-128 key.

2. app-write-mram.exe
a. Programs the target device with the ATOC.
b. It skips the AppTocPackage.bin.sign, since authentication is not requested.
c. Used only during development in LCS=DM.

3. app-write-mram.exe -a
a. Programs the target device with both ATOC and ATOC signature.
b. This ATOC signature is verified on the device.
c. If the signature doesn’t match, then the image programming is aborted.
d. Must be used during LCS=SE.
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Steps to Provision & Program the Device with A Production-grade binary
image.

1. Download and extract the latest SETOOLS software from alifsemi.com

Alif Security Toolkit

(v1.104.000) The Alif Security Toolkit is for use with the Ensemble devices or evaluation kits. After

downloading your Toolkit, be sure to update your board to the same version by running the
updateSystemPackage utility.

Windows o Linux o MacOS o

Mame Date modified

app-release-exec 2/6/2025 11:533 AM

2. Openacommand window in the above extracted directory.

&' Windows PowerShell x +

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\APFW@BO1-app-release-exec—windows—-SE_FW_1.103.80_DEV\app-release-exec>

3. Run maintenance.exe, to select the appropriate SEUART serial COM port.

4. Under maintenance.exe, select option 2->5 Get revision info.
a. You can see that HBKO is populated.
b. HBK1 is filled with Os.
c. LCS=0x1 (DM)

Application Note 11 Preliminary Information
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# windows PowerShell

Available options:

Get TOC info

Get SES Banner

Get CPU boot info
Device enquiry

Get revision info
Get OTP data

Get MRAM data

Get log data

Get SEROM trace data
Get SERAM trace data
Get power data

Get clock data

Select an option (Enter to return):

Available options:

5. Next, check the contents of the extracted directory. You will see all the required command tools.
a. app-gen-rot.exe
b. app-assests-gen.exe
C. app-provision.exe

6. Runthe above commands in the given sequence.

Application Note 12 Preliminary Information
AAPNO0036 Alif Semiconductor — Proprietary and Confidential



‘ M Provisioning Production Workflow

SEMICONDUCTOR

& windows PowerShell

PS C:\APFWOBO1-app-release-exec—windows—SE_FW_1.103.080_DEV\app-release-exec> ls
Directory: C:\APFW@B@l-app-release—exec—windows—-SE_FW_1.103.00_DEV\app-release—exec

LastWriteTime

2/6/2025

2/6/2025

2/6/2025

2/6/2025

2/6/2025
12/18/2024 ] 16169823 app-assets—gen.exe
12/18/2024 ] 16167182 app-gen-rot.exe
12/18/2024 ] 16195385 app-gen-toc.exe
12/18/2024 ] 16180516 app—provision.exe
12/18/2024 ] 16188731 app-secure—-debug.exe
12/18/2024 ] 16180371 app-sign-image.exe
12/18/2024 ] 169148112 app-write-mram.exe
12/18/2024 ] 2086164 AUGDEEB5-Alif-Security-Toolkit-User-Guide-v1.103.0.pdf

2/6/2025 ] 88 isp_config_data.cfg
12/18/2024 ] 16190022 maintenance.exe
12/18/2024 ] 15807397 tools-config.exe
12/18/2024 ] 16181755 updateSystemPackage.exe

PS C:\APFWEBOl-app-release-exec—windows—SE_FW_1.103.080_DEV\app-release-exec>

& windows Powershell x + v

PS C:\APFW@EOl-app-release-exec-windows-SE_FW_1.103.00_DEV\app-release-exec> .\app-gen-rot.exe
AEEEAERAEREAXAEAA AL EALAAERATEAERAAAA LA AR X AR EAA LA EAE AL R AR AR AR LA AR A %k

WARNING!!! This action will permanently delete the APP Root of Trust!!!

Please enter the following confirmation string followed by Enter to continue,

or just press any key to abandon this action

Confirmation string: JUR275

> JUR275

The APP RoT WILL BE DELETED!!!. Enter Yes to continue (or any key to abort)
> Yes|

utils/key/hbkl.bin
utils/key/hbkl_hash.txt
utils/key/kce.txt

utils/key/OEMRoOT. pem
utils/key/OEMRoTPublic. pem
utils/key/OEMSBContent. pem
utils/key/OEMSBContentPublic. pem
utils/key/OEMSBKey . pem
utils/key/OEMSBKeyPublic.pem
utils/key/oem_enc_asset.bin
utils/key/oem_keys_pass.pwd
utils/key/oem_prov_asset.bin
cert/OEMSBKeyl.crt

cert/OEMSBKey2.crt
cert/SBapp—device-config.bin_0x9057c9d0.crt
cert/SBm55_blink_he.bin_0x9057d480.crt

The RoT was deleted!
Please enter a new password for the keys to generate:alifsemi

Application Note 3 Preliminary Information
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Generating APP RoT keys (to be used in Key 1 Certificate)

2025-82-06 12:19:37,073 — RSA Key Generator Utility started (Logging to build/logs/key_gen_log.log)
2025-02-86 12:19:37,207 - Private key written to: utils/key/OEMRoT.pem

2025-02-86 12:19:37,207 - Public key written to: utils/key/OEMRoTPublic.pem

2025-02-86 12:19:37,207 - Script completed successfully

Generating APP SB Key keys (to be used in Key 2 Certificate)

2025-02-06 12:19:37,222 — RSA Key Generator Utility started (Logging to build/logs/key_gen_log.log)
2025-02-86 12:19:37,555 - Private key written to: utils/key/OEMSBKey.pem

2025-02-06 12:19:37,577 - Public key written to: utils/key/OEMSBKeyPublic.pem

2025-02-06 12:19:37,577 - Script completed successfully

Generating APP SB Content keys (to be used in Content Certificates)

2025-82-06 12:19:37,579 — RSA Key Generator Utility started (Logging to build/logs/key_gen_log.log)
2025-82-86 12:19:38,277 - Private key written to: utils/key/OEMSBContent.pem

2025-82-86 12:19:38,277 - Public key written to: utils/key/OEMSBContentPublic.pem

2025-02-06 12:19:38,277 - Script completed successfully

Generating APP Hbkl

2025-02-06 12:19:38,277 — HBK Generator Utility started (Logging to build/logs/gen_hbk_log.log)

2025-02-06 12:19:38,277 - Step 1: Calculating hash

2025-02-06 12:19:38,293 - Step 2: Calculate num of zero bits over the hash

2025-02-86 12:19:38,293 - Script completed successfully

['Ox2001f6de', ' Oxab20f3al®', ' BOx6cl86005', ' Bxab51dul9']

Generating OEM kce

Generating OEM kcp

Generating APP SB Key 1 Certificate

2025-02-06 12:19:38,310 - Key Certificate Generation Utility started (Logging to build/logs/OEMSBKeyl.log)
2025-02-86 12:19:38,32U - Parsing config file: utils/cfg/OEMSBKeyl.cfg

2025-02-06 12:19:38,330 - Parsed items:

[('cert-keypair', 'utils/key/OEMRoT.pem'), ('cert-keypair-pwd', 'utils/key/oem_keys_pass.pwd'), ('hbk-id', '1'), (
'nvcounter-val', '0'), ('next-cert-pubkey' 6 'utils/key/OEMSBKeyPublic.pem'), ('cert-pkg', 'cert/OEMSBKeyl.crt')]
2025-02-06 12:19:38,330 - Raw content of config file:

# This configuration file is for the offline key certificate tool cert_key_util.py (Key Certificate Generation Too
1 - KCGT).

#

# The available parameters in this configuration file are the following

# A&€c¢ [KEY-CFG] : Mandatory header.

# The internal non-configurable header.

#  a€¢ cert-keypair : Mandatory parameter.

# The file holding the RSA keypair for signing this certificate, in PEM format.

# a€¢ cert—keypair-pwd : Optional. If omitted the tool prompts for direct input.

# The passphrase file for the keypair file, in .txt format.

#  &€¢ hbk-id : Mandatory parameter. The tool is agnostic to the certificate usage, this parameter cann
ot be omitted.

# The ID of the Hbk field in OTP memory that the public key of this certificate is verified against:

# - ©: 128-bit Hbke.

# - 1: 128-bit Hbkl.

# - 2: 256-bit Hbk.
#
#
H
H
H
#
i
i
i
i
i
i
#

The ROM code uses this field only if this certificate is the first certificate in:
- A two-level SB certificate chain.
- A three-level SB certificate chain.
- A three-level Secure Debug chain.
a€¢ nvcounter-val : Mandatory parameter.
The NV counter value:
- 0..6U4: the ICV counter.
- 0..96: the OEM counter.
- 0..160: the full counter, if OEM and ICV are a single entity.
The passphrase file for the keypair file, in .txt format.
a4€¢ next—cert-pubkey : Mandatory parameter.
The file holding the RSA public key for signing the next certificate in the chain, in PEM format.
a€¢ cert—pkg : Mandatory parameter.
# The key certificate package output file.
[KEY-CFG]
cert-keypair = utils/key/OEMRoT.pem
cert-keypair-pwd = utils/key/oem_keys_pass.pwd
hbk-id = 1
nvcounter-val = @
next—-cert-pubkey = utils/key/OEMSBKeyPublic.pem
cert-pkg = cert/OEMSBKeyl.crt

Application Note 4 Preliminary Information
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2025-02-06 12:19:38,3U0 — **** Creating Key certificate #w¥*
2025-02-06 12:19:38,593 - Write the certificate to file
2025-02-06 12:19:38,609 — **x* Certificate file creation has been completed successfully #kx
Generating APP SB Key 2 Certificate
2025-02-06 12:19:38,610 — Hey Certificate Generation Utility started (Logging to build/logs/OEMSBKey2.log)
2025-02-06 12:19:38,611 - Parsing config file: utils/cfg/OEMSBKey2.cfg
2025-02-06 12:19:38,625 - Parsed items:
[('cert-keypair', 'utils/key/OEMSBHKey.pem'), ('cert-keypair-pwd', 'utils/key/oem_keys_pass.pwd'), ('hbk-id', '1'),
('nvcounter-val', '@'), ('next—cert-pubkey', 'utils/key/OEMSBContentPublic.pem'), ('cert-pkg', 'cert/OEMSBKey2.cr
t')]
2025-02-06 12:19:38,625 — Raw content of config file:
# This configuration file is for the offline key certificate tool cert_key_util.py (Key Certificate Generation Too
1 - KCGT).
#
The available parameters in this configuration file are the following
a€¢ [KEY-CFG] : Mandatory header.
The internal non-configurable header.
a€¢ cert-keypair : Mandatory parameter.
The file holding the RSA keypair for signing this certificate, in PEM format.
a€¢ cert-keypair-pwd : Optional. If omitted the tool prompts for direct input.
The passphrase file for the keypair file, in .txt format.
a€¢ hbk-id : Mandatory parameter. The tool is agnostic to the certificate usage, this parameter cann
t be omitted.
The ID of the Hbk field in OTP memory that the public key of this certificate is verified against:
- 0: 128-bit Hbke.
- 1: 128-bit Hbkl.
- 2: 256-bit Hbk.
The ROM code uses this field only if this certificate is the first certificate in:
- A two-level SB certificate chain.
- A three-level SB certificate chain.
- A three-level Secure Debug chain.
&€¢ nvcounter-val : Mandatory parameter.
The NV counter value:
- 0..64: the ICV counter.
- 0..96: the OEM counter.
- 0..160: the full counter, if OEM and ICV are a single entity.
The passphrase file for the keypair file, in .txt format.
a€¢ next-cert-pubkey : Mandatory parameter.
The file holding the RSA public key for signing the next certificate in the chain, in PEM format.
a€¢ cert-pkg : Mandatory parameter.
= The key certificate package output file.
[KEY-CFG]
cert-keypair = utils/key/OEMSBKey.pem
cert-keypair-pwd = utils/key/oem_keys_pass.pwd
hbk-id = 1
nvcounter-val = 8
next-cert-pubkey = utils/key/OEMSBContentPublic.pem
cert-pkg = cert/OEMSBKey2.crt

#
#
#
#
#
#
#
#
0
#
#
#
#
#
#
#
#
#
#
#
#
#
#
=
=
=

2025-02-86 12:19:38,625 — ****x Creating Key certificate #*xx
2825-82-06 12:19:38,892 - Write the certificate to file
2025-02-06 12:19:38,9085 - ***x Certificate file creation has been completed successfully ***x

Check logs in build/logs/ directory
Done!
PS C:\APFWBAl-app-release—exec—windows—SE_FW_1.103.00_DEV\app-release-exec> |

PS C:\APFWB8Bl-app-release—exec—windows—-SE_FW_1.103.00_DEV\app-release-exec\build\config> cat .\assets-app-cfg.json

"ENCRYPTED_ASSETS" : "OFF",
"TEST_MODE" S

PS C:\APFWEEA1l-app-release-exec-windows—-SE_FW_1.103.00_DEV\app-release-exec\build\config> edit .\assets-app-cfg.json

PS C:\APFuWeeel-app-release-exec-windows—-SE_FW_1.103.00_DEV\app-release-exec\build\config> cat .\assets-app-cfg.json

"ENCRYPTED_ASSETS" _: "OFF",
“TEST_MODE" : "OFF"

}
PS C:\APFW@@Al-app-release-exec-windows—-SE_FW_1.183.00_DEV\app-release-exec\build\config>

Application Note 5 Preliminary Information
AAPNO0036 Alif Semiconductor — Proprietary and Confidential




I IF Provisioning Production Workflow
SEMICONDUCTOR
PS C:\APFWEEBl-app-release-exec—windows—-SE_FW_1.103.00_DEV\app-release-exec> .\app-assets-gen.exe
Generating APP assets with:
- Device Part# E1 (AE1@1FU@71542LH) - 1.5 MRAM / 4.5 SRAM - Rev: BU
- Configuration file: build/config/assets-app-cfg.json
— Output file: build/assets-app-cfg.bin

Creating Assets Package...
Checking Assets Package...
Package integrity Ok!
AssetID: APPASSET

Asset Version: 1

Provisioning Options:
ENCRYPTED_ASSETS
TEST_MODE

Done!
PS C:\APFWEE@l-app-release—exec-windows—-SE_FW_1.103.00_DEV\app-release-exec>

PS C:\APFW@BO1-app-release-exec-windows-SE_FW_1.103.00_DEV\app-release—exec> .\app-provision.exe
APP Provision with parameters:

Device Part# E1 (AE1@1FU@71542LH) - 1.5 MRAM / 4.5 SRAM - Rev: B4

Assets file: build/assets-app-cfg.bin

[INFO] COM11 open Serial port success
[INFO] Running APP Provisioning code...

[INFO] Done
PS C:\APFW@001-app-release-exec-windows-SE_FW_1.103.00_DEV\app-release—exec>

7. This completes the provisioning of the device with keys written in OTP.
8. Next, run the maintenance.exe tool to verify the HBK1 key and LCS, as shown below.

Available options:

Get TOC info

Get SES Banner

Get CPU boot info
Device enquiry

Get revision info
Get OTP data

Get MRAM data

Get log data

Get SEROM trace data
Get SERAM trace data
Get power data

Get clock data

Vo0t EWNKE

Select an option (Enter to return): 5

Available options:
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9. Press RESET button on the Devkit. This will transition from the LCS DM state to SE state.

Available options:

Get TOC info

Get SES Banner

Get CPU boot info
Device enquiry

Get revision info
Get OTP data

Get MRAM data

Get log data

Get SEROM trace data
Get SERAM trace data
Get power data

Get clock data

WO EWNE

Select an option (Enter to return): 5

Available options:
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10. Program the production-grade binary image (ex: blinky application) on the device with LCS=SE.

PS C:\APFWO80l-app-release—exec-windows=SE_FW_1.103.08_DEV\app-release-exec> .\app—gen-toc.exe Abuild\confighapp-cf
g.json

Generating APP Package with:

Device Part# E1 (AE101FU@71542LH) — 1.5 MRAM / 4.5 SRAM - Rev: Bl

- System MRAM Base Address: ©x808180080

- APP MRAM Base Address: ©x80000000

— APP MRAM Size: 1572860

- Configuration file: .\build\config\app-cfg.json

- Output file: build/AppTocPackage.bin

Generating Device Configuration for: app-device-config.json

Calculating APP area...

Creating Content Certificates...

2025-82-06 12:50:10,283 — Content Certificate Generation Utility started (Logging to ../build/logs/SBContent.log)
2025-02-06 12:50:18,767 — Content Certificate Generation Utility started (Logging to ../build/logs/SBContent.log)
Creating APP TOC Package...

Adding ATOC...

APP TOC Package size: 16U32 bytes

Creating Signature...

Binary File: ../build/AppTocPackage.bin

2025-82-86 12:50:11,20U - Content Certificate Generation Utility started (Logging to ../build/logs/SBContent.log)
Content Certificate File: build/AppTocPackage.bin.crt

Signature File: build/AppTocPackage.bin.sign

Done!

PS C:\APFWEEBl-app-release-exec-windows-SE_FW_1.103.00_DEV\app-release-exec> cat .\build\config\app-cfg.json

"DEVICE": {
"disabled": false,
"binary": "app-device-config.json",
"version" : "0.5.88",
"signed": true

1
3
"BLINK-HE": {

"disabled": false,
"binary": "m55_blink_he.bin",
"version" : "1.8.8",
"signed": true,
"cpu_id": "M55_HE",
"loadAddress": "Bx58000000",
"flags": ["load", "boot"]
}
}
PS C:\APFWEB@1-app-release-exec-windows—SE_FW_1.103.00_DEV\app-release-exec> |

PS C:\APFWOOOl-app-release-exec-windows-SE_FW_1.103.00_DEV\app-release-exec> .\app-write-mram.exe
Writing MRAM with parameters:

Device Part# E1 (AE101FL@715U2LH) — 1.5 MRAM / 4.5 SRAM - Rev: Bl

- Available MRAM: 157286U bytes

[INFO] Burning: ../build/AppTocPackage.bin ©x8017bfd®

[INFO] baud rate 55008

[INFO] dynamic baud rate change Enabled

[INFO] COM11 open Serial port success

Authenticate Image: True
Verify Certificate
Signature File: build\AppTocPackage.bin.sign
Download Image
build\AppTocPackage.bin [HHHHHHHHHHEEREHHHEH#E] 100%: 16U32/16U32 bytes
Verify Image
Done
8.35 seconds

PS C:\APFWBBB1-app-release—exec-windows—SE_FW_1.103.00_DEV\app-release-exec> |

After this, the user LED on the Devkit will start to cycle through R-G-B color sequence.

This completes the entire sequence of steps from provisioning the device with RoT, to programming a
signed production-grade binary image (ex: sample blinky app) on the device with authentication
enabled.
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Firewall Configurations

maintenance.exe: 4->4 Get Firewall configuration.

Before Provisioning:

PS C:\APFW@AA1-app-release—exec-windows—SE_Fu_1.103.00_DEV\app-release-exec> .\maintenance.exe
[INFO] COM11 open Serial port success
[INFO] baud rate 55000

Available options:

Device Control
Device Information
MRAM

Utilities

Setting capabilities
ROM

Select an option (Enter to exit): 4
Available options:

- Terminal mode

— Get SERAM metrics

- Get ECC key

- Get Firewall configuration

Select an option (Enter to return): 4
Firewall configuration:
: B region: 2
: 7 region: @
: B region: ©
1 0
region:
region:
region:
region:
region:
region:

Available options:

Terminal mode

Get SERAM metrics

Get ECC key

Get Firewall configuration

Select an option (Enter to return): |
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After Provisioning:

Device Control
Device Information
MRAM

Utilities

Setting capabilities
ROM

Select an option (Enter to exit): 4
Available options:

Terminal mode

Get SERAM metrics

Get ECC key

Get Firewall configuration

Select an option (Enter to return): U
Firewall configuration:

region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:
region:

Voo~ EWNRFOIOODOIN

[¢]
dl
1
dl
1
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
E
3
3
3
3
3
E
3
(1}
5
7
8
9

Available options:

NOTE: After provisioning, the firewall will behave differently than in DM LCS, so appropriate firewall
configuration using DCT tool will be required, while building applications.
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Secure Debug & RMA

When the part is provisioned and the SoC is in LCS=SE, the application debugging cannot be carried out
over JTAG anymore, since the JTAG port is now blocked, as part of security.

To enable application debugging in LCS=SE, we need to use the Secure Debugging feature.
To enable Secure-Debug, you need to run the Security Toolkit (SETOOLS) command,

> app-secure-debug.exe

The Secure Debug tool gives the user a mechanism to,

1. Open the JTAG port in case a debugging session is needed,
a. Using a secure debug certificate, the user can debug an application.
b. At this point, a JTAG adapter can connect to an application core, and a debug session
can be done.
c. Since the certificate is only valid for each debug session, after reset or power-cycle, a
new certificate should be generated.

> app-secure-debug.exe —rma
2. Transition a device to LCS=RMA (end of product cycle), before sending the device to Alif for
failure analysis or further inspection.

a. After this command, the device is in LCS=RMA.

Y C\Windows\System32\cmd.exe — O

Preliminary Information
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Master PC

Master PC w/

ALIF
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Summary of Provisioning Process

Programming
Master

Programming

Custom ROT

Secure
“Glass Room”
with Limited

Access

Master PC w/ ROT
NO PRIVATE KEYS

A

Production
Environment

Programming Individual
Stations Chips
PC
Programming / Alif SaC
Station w/ ROT | ——___ 1 Alif SoC
PC
. — L1 plif sac
Programming —_— ]
Stationw/ROT | —— Alif SoC
1
1
1
1
v
PC
| Programming — Alif SoC
_ .
Station w/ ROT | —™——— Alif SoC

Generate master ROT

Copy Master SETOOLS
Directory w/ ROT, but
NO PRIVATE KEYS

Created Signed ATOC For
Each Chip/App Combination

Program Individual
Chips with Signed
Images

app-gen-rot.exe
(Run ONCE only)

app-assets-gen.exe
(TEST_MODE: OFF)

Delete PRIVATE key files:
OEMRoT.pem
OEMSBKey.pem
OEMSBContent.pem

Retain public key files:
OEMRoTPublic.pem
OEMSBKeyPublic.pem
OEMSBContentPublic.pem

app-gen-toc.exe -f
build\config\app-cfg.json
(Needs flag “signed”: TRUE)
(can also encrypt the image)

app-provision.exe
app-write-mram.exe -a
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Post-Deployment update

Once the product is released and out-in-the-field, often there is a need to provide in-field updates to the
product. Such updates are referred to as Field Over-the-Air (FOTA) updates.

To cater to this need, we offer a reference implementation of MCUBoot project as an option to provide
FOTA updates.

You can find all the details about this project in the link below.

https://github.com/alifsemi/alif mcuboot example
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Appendix — A
FAQs:

1. What to do if the SoC part doesn’t boot, after provisioning?
Here are the steps to follow in case of boot-up issues,

1. Connect to SEUART port using maintenance.exe->Ultilities->Terminal Mode
2. Reset the SoC or power-cycle.
3. Check the boot log (SEUART banner) messages.

The SEUART boot log will indicate the nature of the boot failure.

Typical boot failures can be broadly classified into 3 main categories,
1. OTP Failures: These are failures due to corruption of ROM code/Trim values etc.
a. Check via 'maintenance.exe->Device Information->Get SEROM trace data.
2. MRAM Failures: These are failures due to corruption of MRAM based SE Firmware.
a. Check via 'maintenance.exe->Device Information->Get SERAM trace data.
3. Firewall Errors: These are failures due to incorrectly configured firewall settings.

For the 1% case, there is nothing much that the developer can do.
For the 2" case, you should first erase the entire MRAM and re-install the SE Firmware and the

application.

For the 3™ case, you should verify the Firewall settings made via DCT (Conductor) tool and found
in app-device-config.json file. You would see firewall exceptions if there were applications
running, trying to access some protected resources.

NOTE: The 3™ case, would usually be discovered early in the development cycle, not late after
provisioning stage.
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Document History

Version Change Log
1.0 Initial release
1.1 Summary of Provisioning Process diagram modified to show secure master PC

separate from programming master

1.2 Add section on post-deployment update (FOTA) based on MCUBoot project with a
link to the github repository

1.3 Add Appendix-A section on FAQs.
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