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Introduction 
 
In this App Note we show you, 

1. How to take your post-development, production-grade binary image and provision the device. 
2. How to perform post-deployment field over-the-air (FOTA) updates. 

 
We start with a brief background to the cryptography standards used in the provisioning process and list 
the various keys and secrets that are required for provisioning. We then provide the sequence of 
commands that must be executed on the Master PC to properly provision an Alif device (SoC).   
 

Provisioning the SoC 
 
Provisioning is the process of writing OEM keys to OTP and incrementing the Lifecycle Stage (LCS) to 
SecureEnable (SE) state. 
 
Provisioning is required for securing the device part against tampering and unauthorized code execution 
via malicious code injection, “in the field” use. The LCS mechanism enables the device, both hardware 
and software, to behave differently in different Life-cycle states (LCS). This mechanism protects any 
security assets when they have been introduced into the device and reduces the risks of IP theft and 
reverse engineering. When the LCS is changed to SE (SecureEnable) state, it permits the execution of 
security functions but blocks all debugging and testing capabilities. Using Secure Boot is mandatory in 
this LCS.  
 

 
Figure 1. Security Life-cycle states 

The Secure Boot mechanism guarantees that only authenticated (and optionally encrypted) software 
images are loaded on a target system. 
 
 



Provisioning Production Workflow 

4 
 

Application Note          Preliminary Information 
AAPN0036                 Alif Semiconductor – Proprietary and Confidential 
 

 
 
 
 
 

Prerequisites 
 
Utilities: 

Alif Security Toolkit (SETOOLS) v1.103.001 (or latest) command line tools. 
 

OS:  
Windows 11 or Ubuntu 22.04 (supported releases only) 

 
Installation: 
 Download the SETOOLS package “app-release-exec” from the alifsemi.com website and extract 
them into an appropriate directory on your Master PC. This directory now becomes your Master 
provisioning directory.  
 

WARNING: Once you have provisioned your devices using commands from this directory, make sure 

you do not accidentally delete or overwrite the keys and certificates in this directory. 
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Life-cycle state and Root-of-Trust 
 
The figures below show a high-level overview of the provisioning process. It shows the devices are in 
LCS=DM when they originate from the AlifSemi factory and are supplied to OEMs with Hbk0 
programmed in OTP. The OEMs add their key in Hbk1 during provisioning and move the device to 
LCS=SE, before sending the final products into the field. 
 

LCS=DM (Device Manufacturer. i.e.  end-product OEM) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

LCS=SE (Secure Enable)       

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
For further information on the life-cycle states as defined by Arm, {click here]. 

Figure 3. Device is locked. 

End-User Customers 

Figure 2. Device is Un-locked. 
AlifSemi Factory 

Root-of-Trust (RoT) 

- Hbk0: ICV public key (truncated) digest in OTP = AlifSemi production key. 
- Hbk1: OEM public key (truncated) digest in OTP = blank (not provisioned). Writable 

in LCS=DM. 
- Both digests readable in all LCS. 

Root-of-Trust (RoT) 

- Hbk0: ICV public key (truncated) digest in OTP = AlifSemi production key. 
- Hbk1: OEM public key (truncated) digest in OTP = 128-bit digest (Provisioned). 
- LCS=SE. 

https://developer.arm.com/documentation/107616/0000/Functional-description-of-the-LCM/Lifecycle-states
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Cryptography Background 
 
AlifSemi follows the standard defined by Arm for the generation of cryptographic keys. 
 

Types of Cryptography Standards 
 
Table 1. Cryptography standards used in provisioning. 

Type Description Purpose 

RSA-3072 Asymmetric (public/private key pair) 1. For Secure-boot, Secure-debug & Secure-
update, certificate-based mechanisms. 

 

AES-128 Symmetric (single shared key) 1. For decrypting application binary images. 
(kce.txt) 

SHA-256 No key (hash function) 1. To generate 256-bit digest. 

Truncated 
Hash 

Take the right-most n-digits of the 
digest generated using the above 
SHA-256 function. 

1. For storing the hash of RSA public key as 
Root-of-Trust. 

Certificates Format is custom Arm certificates, 
not x509. 
 
Signed data containing keys and 
content-list of firmware. 
 
Each certificate is signed and 
verified using the RSA private/public 
keypairs. 

1. For Secure-boot, Secure-debug & Secure-
update, certificate-based mechanisms. 

 
 
RSA (Rivest-Shamir-Adleman) is a public-key cryptography algorithm that uses a pair of keys for 
cryptography purposes. 
 
A keypair consists of, 

- A private key, 
- A public key 

 
A keypair can be used to, 

- Encrypt & decrypt data, 
- Sign data and prove its signature. 

 
For example: The private key can be used to decrypt or sign data while the public key can be used to 
encrypt or prove the signature of the data. 
 
The RSA keypair in PEM (Privacy Enhanced Mail) format is a file that stores the RSA private-key and its  
corresponding public-key in Base64 ASCII encoding. PEM format is a common format for storing 
cryptographic keys. 
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Signing & Verifying the Data 
 
To sign the data, it is first hashed using the SHA-256 algorithm to create a digest of the data.  
Then, this digest is signed using the private key, to generate a signature of the data. 
 
When verifying the signature, the recipient uses the corresponding public key to verify the signature 
against the digest of the data.  
 
 
 
 
 
 
 
 
 
 
 
 
 
By hashing data before signing, any modification to the original data will result in a different digest, 
invalidating the signature. 
 
 
  

Data 
SHA-256 256-bit digest Private key Signature 

Public key 256-bit digest 

Should match 

Figure 4. Signing and Verifying data with RSA keypair & SHA-256 
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Generating Keys & Secrets 
 
Table 1. lists the SETOOLS commands that the OEM needs to run on a dedicated Master PC which has 
secure access, to provision the LCS=DM device for field use.  
  
Table 2. Commands for provisioning the device (SoC) 

Steps Commands Description Output 

1 app-gen-rot.exe -o Generate new RoT files by overriding the 
factory defaults. 
 
WARNING: Need to run ONLY ONCE! Do 
NOT run this command again1. 

Various .pem files and 
plain text key files and .bin 
asset files in ‘keys’ 
directory. 

2 app-assets-gen.exe Generates ‘assets package’ based on 
settings in a configuration file assets-app-
cfg.json located in build\config\ directory. 
 
Use setting ‘TEST_MODE : OFF’ to tell the 
tool to create package for burning the 
assets to OTP. 

assets-app-cfg.bin in 
‘build’ directory. 

3 app-provision.exe This will inject the OEM user assets (keys 
and secrets) into the OTP and after reset, 
move the chip from DM to SE LCS. 
 
WARNING: After this step the chip is 
locked for debugging & testing. 
 
NOTE: This step needs to be run for each 
chip that needs to be provisioned! 
 
WARNING: Access to memories and 
registers that are in global address space 
are blocked. 

None 

 
For more information on the above commands, please refer to Alif Security Toolkit  (SETOOLS) user-
guide. 
 
NOTES: 

1. Customers can run this command as many times as they want. However, once they use the RoT 
to provision devices, then they should preserve the RoT. 
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SHA-256 256-bit digest 128-bit truncated digest 
            (hbk1.bin) 

OTP (Hbk)       RSA public key 
(OEMRoTPublic.pem) 

Secure Master PC 

> app-gen-rot.exe -o 

OEMRoT.pem (RSA private key)  
OEMRoTPublic.pem (RSA public key) 

OEMSBKey.pem (RSA private key - SecureBoot)  
OEMSBKeyPublic.pem (RSA public key - SecureBoot) 

OEMSBContent.pem (RSA private key - SecureBoot)  
OEMSBContentPublic.pem (RSA public key - SecureBoot) 

Used by Certificates 

kce.txt – 128-bit AES decryption key. 
oem_enc_asset.bin – above asset to be programmed in OTP. 
oem_prov_asset.bin – above asset to be programmed in OTP. 
 
hbk1_hash.txt – 128-bit truncated SHA-256 digest of RSA public key.  
hbk1.bin – above asset to be programmed in OTP. 

Figure 5. Output of ‘app-gen-rot.exe -o’ command. 

Figure 3. Hbk1 truncated digest generation. 

 

Chain of Certificates 
 
Figure 5. Shows the list of files that are generated after running step #1 from Table 2. As can be seen, 
there are a pair of files (private & public key) for each type of asset: RoT, SB and Contents.  
 
The .pem files are used by the chain-of-certificates, which consists of 3 certificates:  

2 key-certificates + 1 content-certificate, corresponding to, 
- OEMSBKey1.crt: corresponds to OEMRoT_.pem 
- OEMSBKey2.crt: corresponds to OEMSBKey_.pem 
- SB<app-name>.crt: corresponds to OEMSBContent_.pem 

 
The 3 .crt certificate files are combined into one binary (.bin.sign) which is used as signature for various 
purposes. 
 
The certificate files can be found in the “cert” folder. 
The chain-of-certificates is used during Secure-Boot for authenticating the OEM SW binary images. 
The “.pem” key files can be found in the “utils\key” folder. 
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Secure Master PC 

SE-UART 

SETOOLS 
‘app-release-exec’ directory 

OTP 
(keys, certificates & LCS) 

Used for Generating Keys and Certificate, 
 which are injected to the device over SEUART 

Target Device 

Secure-Boot validation using certificates. 
Validation of signed SW image 
using RoT public key digest. 

‘app-write-mram.exe -a’ sends the ATOC (AppTocPackage.bin) & its signature (.bin.sign) to the device. 

Figure 7. Provisioning Setup 

Signing the Application image 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1. app-gen-toc.exe -f build\config\app-cfg.json 
 

a. when .json file contains, “signed”: true, 
i. Each image is signed by the certificate chain as mentioned earlier.  

ii. All images and their signatures go into AppTocPackage.bin, 
iii. The AppTocPackage.bin is also signed. (.bin.sign) 
iv. *Image signatures are verified at boot-time as part of the secure boot (SB) 

mechanism, and the ATOC signature is verified during app-write-mram.exe, on 
the device. This guarantees the authenticity of images programmed onto the 
device. 

 
b. When .json file contains, “flags”: [“encrypted”] 

i. The command generates signed & encrypted binary files, 
ii. The encryption is done using kce.txt AES-128 key. 

 
2. app-write-mram.exe 

a. Programs the target device with the ATOC. 
b. It skips the AppTocPackage.bin.sign, since authentication is not requested. 
c. Used only during development in LCS=DM. 

 
3. app-write-mram.exe -a 

a. Programs the target device with both ATOC and ATOC signature. 
b. This ATOC signature is verified on the device.  
c. If the signature doesn’t match, then the image programming is aborted. 
d. Must be used during LCS=SE. 
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Steps to Provision & Program the Device with A Production-grade binary 
image. 
 

1. Download and extract the latest SETOOLS software from alifsemi.com 
 

 
 
 
 
 
 
 
 
 

2. Open a command window in the above extracted directory. 
 
 
 
 
 
 
 
 

3. Run maintenance.exe, to select the appropriate SEUART serial COM port. 
 

4. Under maintenance.exe, select option 2->5 Get revision info. 
a. You can see that HBK0 is populated. 
b. HBK1 is filled with 0s. 
c. LCS=0x1 (DM) 
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5. Next, check the contents of the extracted directory. You will see all the required command tools. 
a. app-gen-rot.exe 
b. app-assests-gen.exe 
c. app-provision.exe 

6. Run the above commands in the given sequence. 
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7. This completes the provisioning of the device with keys written in OTP. 
8. Next, run the maintenance.exe tool to verify the HBK1 key and LCS, as shown below. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Press RESET switch on the DevKit to transition the device to LCS=SE. 
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9. Press RESET button on the Devkit. This will transition from the LCS DM state to SE state. 
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10. Program the production-grade binary image (ex: blinky application) on the device with LCS=SE. 

 
11.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
After this, the user LED on the Devkit will start to cycle through R-G-B color sequence. 
 
This completes the entire sequence of steps from provisioning the device with RoT, to programming a 
signed production-grade binary image (ex: sample blinky app) on the device with authentication 
enabled. 
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Firewall Configurations 
 
maintenance.exe: 4->4 Get Firewall configuration. 
 

Before Provisioning: 
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After Provisioning: 

 
 
NOTE: After provisioning, the firewall will behave differently than in DM LCS, so appropriate firewall 
configuration using DCT tool will be required, while building applications. 



Provisioning Production Workflow 

21 
 

Application Note          Preliminary Information 
AAPN0036                 Alif Semiconductor – Proprietary and Confidential 
 

Secure Debug & RMA 
 
When the part is provisioned and the SoC is in LCS=SE, the application debugging cannot be carried out 
over JTAG anymore, since the JTAG port is now blocked, as part of security. 
 
To enable application debugging in LCS=SE, we need to use the Secure Debugging feature. 
To enable Secure-Debug, you need to run the Security Toolkit (SETOOLS) command, 
 
> app-secure-debug.exe 
 
The Secure Debug tool gives the user a mechanism to, 
 

1. Open the JTAG port in case a debugging session is needed, 
a. Using a secure debug certificate, the user can debug an application. 
b. At this point, a JTAG adapter can connect to an application core, and a debug session 

can be done. 
c. Since the certificate is only valid for each debug session, after reset or power-cycle, a 

new certificate should be generated. 

 
 

> app-secure-debug.exe –rma 
 

2. Transition a device to LCS=RMA (end of product cycle), before sending the device to Alif for 
failure analysis or further inspection. 

a. After this command, the device is in LCS=RMA. 
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Summary of Provisioning Process 
 
 
 

 
 

 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 

Generate master ROT 
Copy Master SETOOLS 
Directory w/ ROT, but 

NO PRIVATE KEYS 

Created Signed ATOC For 
Each Chip/App Combination 

Program Individual 
Chips with Signed 

Images 

app-gen-rot.exe  
  (Run ONCE only) 
app-assets-gen.exe     
   (TEST_MODE: OFF) 

Delete PRIVATE key files: 
OEMRoT.pem 
OEMSBKey.pem  
OEMSBContent.pem 
 
Retain public key files: 
OEMRoTPublic.pem 
OEMSBKeyPublic.pem 
OEMSBContentPublic.pem 

 

app-gen-toc.exe -f 
  build\config\app-cfg.json  
(Needs flag “signed”: TRUE) 
(can also encrypt the image) 

app-provision.exe 
app-write-mram.exe -a 

  

Master PC Programming 
Stations 

Individual 
Chips 

Master PC w/ 
Custom ROT 

PC 
Programming 

Station w/ ROT 

PC 
Programming 

Station w/ ROT 

PC 
Programming 

Station w/ ROT 

Alif SoC 
Alif SoC 

Alif SoC 

Alif SoC 
Alif SoC 

Alif SoC 

Alif SoC 
Alif SoC 

Alif SoC 

Programming 
Master PC w/ ROT 
NO PRIVATE KEYS 

Programming 
Master 

Secure 
 “Glass Room” 
with Limited 

Access 

Production 
Environment 
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Post-Deployment update 
 
Once the product is released and out-in-the-field, often there is a need to provide in-field updates to the 
product. Such updates are referred to as Field Over-the-Air (FOTA) updates. 
 
To cater to this need, we offer a reference implementation of MCUBoot project as an option to provide 
FOTA updates. 
 
You can find all the details about this project in the link below. 
 
https://github.com/alifsemi/alif_mcuboot_example 
 
  

https://github.com/alifsemi/alif_mcuboot_example
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Appendix – A 
FAQs: 
 

1. What to do if the SoC part doesn’t boot, after provisioning? 
Here are the steps to follow in case of boot-up issues, 
 
1. Connect to SEUART port using maintenance.exe->Utilities->Terminal Mode 
2. Reset the SoC or power-cycle. 
3. Check the boot log (SEUART banner) messages. 

 
 The SEUART boot log will indicate the nature of the boot failure. 
 
Typical boot failures can be broadly classified into 3 main categories, 
1. OTP Failures: These are failures due to corruption of ROM code/Trim values etc. 

a. Check via 'maintenance.exe->Device Information->Get SEROM trace data. 
2. MRAM Failures: These are failures due to corruption of MRAM based SE Firmware. 

a. Check via 'maintenance.exe->Device Information->Get SERAM trace data. 
3. Firewall Errors: These are failures due to incorrectly configured firewall settings. 

 
For the 1st case, there is nothing much that the developer can do. 
For the 2nd case, you should first erase the entire MRAM and re-install the SE Firmware and the 

 application. 
 
For the 3rd case, you should verify the Firewall settings made via DCT (Conductor) tool and found 

 in app-device-config.json file. You would see firewall exceptions if there were applications 
 running, trying to access some protected resources. 

 
NOTE: The 3rd case, would usually be discovered early in the development cycle, not late after   
provisioning stage. 

  



Provisioning Production Workflow 

25 
 

Application Note          Preliminary Information 
AAPN0036                 Alif Semiconductor – Proprietary and Confidential 
 

Document History 
 

Version Change Log 

1.0 Initial release 

1.1 Summary of Provisioning Process diagram modified to show secure master PC 
separate from programming master 

1.2 Add section on post-deployment update (FOTA) based on MCUBoot project with a 
link to the github repository 

1.3 Add Appendix-A section on FAQs. 

 


