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Software Release Version
This version of software is Tagged with version SE_FW_1.110.0
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Component DEV Version
SERAM (Secure Enclave Random Accesses Memory) V1.110.0
SEROM (Secure Enclave Read Only Memory) V1.109.46

Please see Version String in this release note.
Please see Release Known Limitations and Issues in this release note.
Please see Release Feature Specifics for details of all changes in this release.
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Balletto PATCHROM
PATCHROM SERAM Release Pairings

Release PATCHROM Version Notes
V110 V1.2.14
V110-RC2 V1.2.13
V109.03 V1.2.12
V109 V1.2.11
V109-RC1 V1.2.10
V109 V1.2.8 A5 support
V109-RCO V1.2.6 A5 support
V108.1 V1.2.9 Special release for A6
V108 V1.2.5

o NOTE: V108.1 release was for REV_A6 and used for “Golden” image delivery to PE.

PATCHROM release history

V1.2.14
Enabled Features:

e Fixed NSE calculation for unicast source
¢ Weight Scale measurement packing patch

¢ RF values updated for CSP
e update BGA settings
e LL corner case fixes

¢ fix host stream cleanup and Il cis start scheduling

Bug Fixes:
« <>

V1.2.13
Enabled Features:

¢ No details provided
Bug Fixes:

« <>

V1.2.12
Enabled Features:

e Mac 15.4 CSL phase calculation fixes

¢ Added configuration for TX power
e Power optimizations

Bug Fixes:
« <>
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V1.2.11
Enabled Features:

e DFE TX Gains and CBot values updated for Alif's RF driver
Bug Fixes:

¢ <>

V1.2.10
Enabled Features:
e Initial support for 15.4
e Dynamic support for CSP / BGA in RF parameters
* Moved Transceiver_init before interrupts
e Changed channel 0 ADC clock to 48Mhz
Bug Fixes:
e MHU ES1 wakeup event handling based MHU callback
e MHU wakeup retry and scheduling
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SEMICONDUCTOR

Release Output

SE UART output:

NOTE: We strongly recommend you have SE-UART connected.

PEROM v1.109.46 0xB00002A1

PES A1 v1.110.8 Feb 23 2826 21:52:086
ES1 No ATOC
STOC DEVICE ok
No LF XTAL
Bank 8x8 marked bhooted

SERAM bank Bx8 is valid and hooted
STOC ok

M55-HE hooted from address Bx58000000
LCS—1

FC:R

@ 8: 0 9:0 10:0 13:0 13:1 13:2 13:3

DEVICE Bx805C14CA

» SERAMO #x000008CHa

SERAM1 Bx00020ACA
-

+
'
i
+
]
i
'
i
'
H
+

SES1 SE frequency is 76.99 MHz

The version of SES is always printed (see above). See Developer Mode / Version String for alternative
methods of finding the SES version.

[SEROM] Device ID Shows the device ID as returned from the soc_id register.
[SES] LCS Life Cycle State (0 =CM, 1 =DM, 5 = Secure, 7 = RMA)
[SES] System partition Where does the STOC start in MRAM.
[SES] STOC Part# match Error code checking Device part# with the image build.
[SES] System partition Error code from processing STOC or OK
[SES] Application partition Error code from processing ATOC or OK
User Guide Preliminary Information

SE SW Release v1.110.0 March 2026 Alif Semiconductor — Proprietary and Confidential



New Features in this Release

- SES Pin muxing port 15 is not handled, now it is.

- SETOOLS New DEV/PROD keys created (EAGLE REV_A1, SPARK A7 and EC REV_AOQ)
- SETOOLS Production Signing minor changes

- SETOOLS device_probe capability extended to support OSPI params

- SETOOLS serial port command line option added to app-write-mram

Updates / Fixes this Release
- SETOOLS User Guide
o Updated screen shots
- SERVICES Version 0.50.10
o Services power examples updated to deal with RTC pre-scaling for EAGLE REV_A1

CMSIS V2.0.4 update, default for SERVICES examples.

Check for MAX_RND_LENGTH in examples

Adding POWER_SETTING_ANA_PERIPH_EN to power_setting_t for BG and LDO enabling

SERVICES_boot_process_toc_entry() should only process ATOC, not STOC

- BUG FIXES:

(SE-3648) [SERAM[EAGLE][BOLT] No PPU IRQ when starting M55 core using SE APIs

o (SE-3542) [Bolt-E7-B4-DM-REV_D-SETOOL][Balletto-B1C-A5-DM-SETOOL][Eagle-E4-A0-
DM]UpdateSystemPackage is not working on Mac platform for BOLT, Balleto and Eagle.

o (SE-3514) Bulk SRAM retention register - SE should be setting or clearing the force & mask
bits together

o (SE-3511) Unable to retrieve TOC info or boot cores after a Secure Enclave power cycle

o (SE-3427) [Services-Eagle/Bolt-B4-E4/E7-DM] BASIC9 Power example is not giving SE-
Uart prints completely

o (SE-3520) [SERAM] After scaling down the HFRC frequency, ISP commands that bump the
baud rate don't work

o (SE-3507) [Services-Bolt-B4-DM] Few of the power examples are getting stuck and system is
unresponsive

o (SE-3311) Changing DCDC mode and calling SERVICES_set_run_cfg causes device to be
unresponsive in some cases

o (SE-3126) it’s possible to mis-configure firewall without warnings/errors that causes SE to be
blocked by firewall

o (SE-2896) PM: A32 core not booting for the second time after poweroff

O
O
O
O

o

Removed / Deprecated in this Release.

- <>
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BALLETTO New Features in this Release

- SES extsysO reset does not follow corstone reset sequence
- SES optimize power consumption with correct HW configurations

BALLETTO Updates / Fixes this Release
PATCHROM-v1.2.14-update

- PATCHROM-v1.2.13-update

- PATCHROM-v1.2.12-update

- BUG FIXES:

(SE-3571) runprofile adjusts nominal voltage wrong in Spark A6

(SE-3563) Spark, A6: SE is not configuring e.g. ACLK correctly after BLE wakeup

(SE-3562) [SETOOLS-Linux-Spark B1-A5-DM] Soft maintenance is not working

(SE-3561) Spark, A6: SE is not sleeping properly after LPGPIO wake up

(SE-3556) If RISC wake up happens while entering STANDBY mode SE is shutdown after

wakeup

o (SE-3555) Cores that have been booted, but are off should affect to the clock vote with its
off profile

o (SE-3550) Extra boot up on fast shutdown mode of SPARK

o (SE-3548) Race condtion on STOP mode enter

o (SE-3529) [SERVICES-Balletto-B1C-A5-DM] Standby and IDLE mode applications are not
working on SPARK-A5

o (SE-3510) [Balletto-B1C-A1-DM- SERVICES] SERAMO Toc entry goes missing during partial
UPD scenario for the first reset

o (SE-3499) Second start of ESO does not work correctly

(SE-3486) [SPARK_OPT] BLE active state with lower base level consumption

o (SE-3231) Need mechanism for ESO to inform the SE that it is waking up soon

O O O O O

o

BALLETTO Removed / Deprecated in this Release.

- <>
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EAGLE New Features in this Release
- SESW TRNG characterization completed. Code added to SES for future use.
- SES Shared Memory control register - filter out bits 7 and 11
- SES Vbat Clock changes for Eagle Rev Al
- SES SEROM globals init ECO
- SETOOLS icv-provision for DEV, PROD key packages created
- SETOOLS Create a flag in oem-release.sh to include -dev versions of DB files (INTERNAL)
- SETOOLS SEROM Recovery for OSPI should only show up if OSPI is supported and enabled in OTP
- SETOOLS EAGLE_REV_A1] Revision Al in APP and in device_probe.py
- SETOOLS Addition of EAGLE REV_A1 to all build packages
- SETOOLS gen-altboot updated in Maintenance tool
- SETOOLS Addition of EAGLE E4 REV_A1 Product SKU as new device
- SETOOLS Wounding support for AE402FAOD5597BEOQ (REV_A1 only)
- SETOOLS OSPI package generation for OSPI 0/1 added to release builders
- SETOOLS UpdateSystemPackage support for Ext Mem added
- SETOOLS Generation of STOC packages for External Memory
- SETOOLS Add new ISP command for OSPI write
- SETOOLS Add new ISP command for OSPI erase
- SETOOLS REV_A1 Recovery support addition
-  SEROMREV_A1
o OSPI recovery path code improvements
o OSPI settings override via ISP added
- SEROM REV_A2
o Not tested.
- EAGLE REV_A1 Validation SEROM
o (SE-3635) [SEROM][EAGLE] REV_A1 Validation — Benchmarking
(SE-3634) [SEROM][EAGLE] REV_A1 Validation - Firewall
(SE-3633) [SEROM][EAGLE] REV_A1 Validation - Recovery Mode to OSPI
(SE-3632) [SEROM][EAGLE] REV_A1 Validation - Recovery Mode to MRAM
(SE-3631) [SEROM][EAGLE] REV_A1 Validation - Bank A/B
(SE-3628) [SEROM][EAGLE] REV_A1 Validation - Jump Table
(SE-3630) [SEROM][EAGLE] REV_A1 Validation — Crypto
(SE-3629) [SEROM][EAGLE] REV_A1 Validation - Boot
o (SE-3625) [EAGLE][SEROM] REV_A1 Validate Temperature Boot
- EAGLE REV_A1 Validation SERAM / SERVICES
o (SE-3649) [EAGLE][REV_A1] Validate LCS -> OK
o (SE-3626) [EAGLE][SERAM] REV_A1 Validate VBAT PCLK -> OK

O O O O O O O

EAGLE Updates / Fixes this Release
- <>
- BUG Fixes:
o (SE-3662) [Services-Eagle-E8-A1-DM] Basic19 power example is not waking up
o (SE-3661) [Services-Eagle-E8-A1-DM] Baisc4 and Basic16 power examples are running faster
than usual
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(SE-3660) [Services-Eagle-E8-A1-DM] Basic7 power example is not working

(SE-3659) [SETOOLS] SEROM OSPI recovery fail

(SE-3646) [Eagle-E8-A1-FPGA] Hard Fault is seen after Recovery

(SE-3621) senc boot_reset_cpu X might cause SERAM HARDFAULT

(SE-3619) [FACTORY-TOOLS] icv-prov does not build

(SE-3611) [EAGLE] updateSystemPackage does not work on CSP board

(SE-3606) [EAGLE] Fix OSPI memory erase operations

(SE-3604) [SETOOLS] gen-altboot is not latest version

(SE-3603) [EAGLE][OSPI][SETOOLS][SERAM] updateSystemPackage OSPI Erase does ork
(SE-3602) [SERAM][EAGLE] REV_AO OSPI ISP operations invalid

(SE-3547) [EAGLE] SE fails to copy data to SRAM1

(SE-3504) [SEROM] SPI slave select causing issues

(SE-3408) Eagle JTAG open in LCS=SE

(SE-3382) [SEROM][OSPI] The callers of ospi_control_ss() should specify the slave to select

O OO O O O 0O O O O O o0 o0 O

EAGLE Removed / Deprecated in this Release.

- <>
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Known Limitations and Issues

Features Not implemented.

(SE-3255) [EAGLE][SERAM] Services Full Update Initial version on V110.
support for STOC in OSPI
(SE-3651) [EAGLE][SERAM] Services Partial Update Not yet implemented

support for STOC in OSPI
(SE-3419) [SERAM][EAGLE] Support for pin muxing Missing support for these LPGIOs in ATOC (via

ports 16 and 17 CONDUCTOR Tool). Use wild-west mode
(SE-1827) [SERAM] Security Settings DCT “Misc” Page for SE

A32 bare metal SERVICES This is not supported in CMSIS

LINUX SERVICES Linux based SERVICE library not released
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AALIF

BUGS - Ensemble

SE-3236 | SE is booting the HE core from STOP Mode unexpectedly aiPM

SE-2665 | SRAM(s) not powered up when waking up from stop mode (v1.96.0) aiPM

SE-2663 | HP core never wakes up from stop if wake up interrupts happen during the aiPM
stop sequence

SE-2333 | [aiPM] HP is not going to local OFF with GO mode aiPM
application(services_aipm_go_modes) mode-5

SE-3607 | HE core is being booted when requesting soft maintenance mode, breaks app- | SES
write-mram

SE-3383 | [SERAM] Trace end marker corruption SES

SE-3125 | SE can become unresponsive due to firewall exceptions SES

SE-2277 | [SERAM] STOP mode race condition handling SES

SE-3679 | [JIRA] (SE-3679) [SETOOLS-Linux-EAGLE-E8-A1-DM][Bolt-E7-B4-DM-REV_D- SETOOLS
SETOOL]Improper SEROM trace data

SE-3542 | [Bolt-E7-B4-DM-REV_D-SETOOL][Balletto-B1C-A5-DM-SETOOL][Eagle-E4-A0- SETOOLS

DM]UpdateSystemPackage is not working on Mac platform for BOLT, Balleto
and Eagle.

SE-3490 | [Services-Eagle-E4/Bolt-B4-DM] Target goes into unresponsive when one of SERVICES
the power example is ran as part of longevity test

SE-3508 | [Services-Bolt-B4/Eagle-E4-DM] Get power data shows HE status ON when SERVICES
BASIC9 example is ran from HP

SE-3507 | [Services-Bolt-B4-DM] Few of the power examples are getting stuck at some SERVICES
point

SE-3490 | [Services-Eagle-E4/Bolt-B4-DM] Target goes into unresponsive when one of SERVICES
the power example is ran as part of longevity test

SE-3064 | [Ensemble-B4-E7-DM-SERVICES] Bank B booted trace is seen under SERAM SERVICES
Trace data when BASIC 6 power example is executed

SE-2549 | ETR trace breaks when calling SERVICES_set_run_cfg SERVICES

SE-1854 | Invalid examples for SERVICES pinmux and _padcontrol documentation SERVICES

SE-1441 | [SERVICES] A32 service requests NACKed SERVICES

SE-1328 | [SERVICES] A32 link register address incorrect SERVICES
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BUGS — Balletto

SE-3656 | [SPARK] es0O does not wake up if MRAM is not enabled in run profile aiPM
SE-3650 | SPARK esO waking up esl issues. SES
SE-3305 | [SPARK][SERAM] MRAM write not after second operation if ESO is started SES
SE-3014 | [Balletto-B1C-A3-DM-SETOOL] SERAM Trace data is not proper when Basic 1, 2 | SES
and 4 service examples are flashed
SE-2910 | [SPARK] HE TCM Retention Register SES
SE-3509 | [SERVICES-Balletto-B1C-A5-DM] EXTSYSO_1 and EXTSYS1_1 examples of SPARK | SERVICES
are not working as expected
SE-3428 | [Services-Eagle-E4-DM] SEROM Trace data is not proper when Full/Partial UPD | SERVICES
STOC service application is executed
SE-3117 | [Balletto-B1C-A1-DM-SE-SERVICES/SE-Tools] Unable to access the maintenance | SERVICES
tool when few SE-Services applications are flashed
SE-3451 | [SETOOLS-Linux-SPARK-B1C] SEROM trace data is Improper SETOOLS
SE-3330 | [SPARK] SERAM Trace shows incorrect PLL frequency SETOOLS
SE-3014 | [JIRA] (SE-3014) [Balletto-B1C-A3-DM-SETOOL] SERAM Trace data is not proper | SETOOLS
when Basic 1, 2 and 4 service examples are flashed
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BUGS — EAGLE

Limitations
e EAGLE-BOLT product SKUs are not supported in SETOOLS, only EAGLE-EAGLE

SE-3253 | [Services-Eagle-E4-DM] SYSTOP power domain is ON even when not included aiPM
in the run profile during set_run_cfg

SE-3686 | [SEROM-Eagle-A1] The target goes into unresponsive when one of the Bank SES
selection scenario is verified

SE-3508 | [Services-Bolt-B4-DM] Get power data shows HE status ON when BASIC9 SERVICES
example is ran from HP
SE-3362 | [Services-Eagle-E4-DM-CSP] Hard fault is seen with BASIC5 power example SERVICES

from HE using Arm-Clang

SE-3689 | [SETOOLS-MAC-EAGLE-E8-A1-DM] OSPI Update not working on MAC Platform SETOOLS
SE-3687 | [Eagle-E8-A1-DM] Target going unresponsive for few seconds after MRAM SETOOLS
erase from maintenance tool in MAC platform
SE-3428 | [Services-Eagle-E4-DM] SEROM Trace data is not proper when Full/Partial UPD | SETOOLS
STOC service application is executed
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PLL Versions REV_BO

Version Number JIRA Description
0.0.3 REV_BO bring up
0.0.2 PLL refactor
0.0.1 First incarnation

The version of the PLL is printed out during the boot up of SERAM.

The initial PLL for REV_BO was based on the one used by DV.

Version 0.0.3
e Extra delay timings added.

e The short delay times did not give the PLL enough window to calibrate itself correctly. It was
settling to a bias current code for the Oscillator which was too high.

o When the PLL loop closes, it tries to force the frequency to 2.4GHz = (38.4M / 2) x 125
by removing some of the current through NMOS device driven by VCO Vcontrol.
Unfortunately, VCO Vcontrol can't go higher than 0.7V as measured through AMUX_P
resulting in PLL CLK been much higher than 2.4GHz.

o We saw it at 2.9GHz which corresponds to 480MHz with Rev 0.0 SERAM image.
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